Abstract-Nowadays, Wireless Sensor Networks (WSNs) are widely used in many areas, especially in environment applications, military applications, queue tracking, etc. WSNs are vulnerable to different types of security attacks due to various constraints such as broadcasted nature of transmission medium, deployment in open or hostile environment where they are not physically protected, less memory, and limited battery power. So, security system is the crucial requirements of these networks. One of the most notably routing attacks is the sinkhole attack where an adversary captures or insert nodes in the sensor field that advertise high quality routes to the base station. In this paper, a mechanism is proposed against sinkhole attacks which detect malicious nodes using hop counting. The main advantage of the proposed technique is that, a node can detects malicious nodes only collaborating with the neighbor nodes without requiring any negotiation with the base station. Simulation result shows that, the proposed technique successfully detects the sinkhole nodes for large sensor field.
I. INTRODUCTION
Wireless sensor networks (WSNs) are an emerging technology consisting of small, low-power devices that integrate limited computation, sensing and radio communication capabilities. The main objectives of deploying the Wireless Sensor Network are remote monitoring and gathering information [1] . WSNs are typically used out in an open, uncontrolled environment, often in hostile territories. However, the open nature of the wireless communication channels, the lack of infrastructure, the fast deployment practices, and the hostile environments where sensor nodes are deployed, make them vulnerable to a wide range of security attacks [2] [3] . In particular, several important applications for such networks come from military and defense arenas. For example, in emergency response operations such as after a natural disaster like a flood, tornado, or earthquake, a wireless sensor network could be used for real time feedback. Therefore, the emergency rescue will rely on that particular type of network.
Use of wireless medium and inherent collaborative nature of the network protocols make such network vulnerable to various forms of attacks [3] . Several types of malicious attacks have been well described in the literatures [2] [3] [4] . Attackers can eavesdrop on radio transmissions, inject bits in the channel and replay previously heard packets. The adversary may deploy few malicious nodes with similar hardware capabilities as the legitimate nodes. The attackers may come upon these malicious nodes by purchasing them separately or by capturing legitimate nodes and physically overwriting their memory. Moreover, defense techniques used in wire networks are hard to apply in wireless sensor network with limited processing power and resources. An adversary may disable a WSN by interfering with intranetwork packet transmission via sinkhole attacks [2] , Sybil attacks [2] , jamming or packet injection attacks [3] , wormhole attacks [5] . This work focuses on sinkhole attacks [2] [6] [7] .
In a sinkhole attack, the goal of an adversary is to lure nearly all the traffic from a particular area through a captured node, creating a metaphorical sinkhole with the adversary at the center. Because nodes on, or near, the path that packets follow have many opportunities to tamper application data, sinkhole attacks can enable many other attacks (selective forwarding, for example). Sinkhole attacks typically work by making a compromised node look especially attractive to surrounding nodes with respect to the routing algorithm. For instance, an adversary could spoof or replay an advertisement for an extremely high quality route to a base station [2] . The transmission of this routing advertisement lets each neighboring node of the attacker forward the packets intended to the base station through this attacker. For example, a laptop-class adversary has a strong power radio transmitter that allows it to provide a high-quality route by transmitting with enough power to reach base station (BS) in a single hop, or by using a wormhole attack. WSNs are particularly susceptible to sinkhole attack is due to their specialized communication pattern. Since all packets share the same ultimate The remainder of this paper is organized as follows. In Section II, we formally describe the sinkhole attack in wireless sensor networks. Section III presents the related work. In Section IV, we present our detection algorithm. The performance of the proposed algorithm is evaluated in Sections V through simulations. Finally, Section VI concludes this paper.
II. PROBLEM STATEMENT
In this work, we consider that sensor nodes are deployed in an open place and do not contain any tamper proof hardware. The nodes may be compromised. An attacker can capture sensor nodes and can extract all key material, data, and code stored on that node, which was previously a legitimate member of the network. She can reprogram the memory of the capture nodes using a laptop that the node has a high-quality single-hop link to the base station (BS). It can then broadcast routing messages about the high quality route, thus spoofing the surrounding nodes to create a sinkhole. For example, as shown in fig. 1 , adversary node 5 advertises a one hop-count route to the BS. As a result, node 3, 4, 6 and 7 select node 5 to relay their data. The attacker may drop their packets causes Denial of Service (DoS) for four nodes or change the contents of the packets and resend them to BS or other nodes. A sinkhole can also be performed using a wormhole [5] , which creates a metaphorical sinkhole. An example is shown in fig. 2 , where an adversary creates a sinkhole by tunneling messages received in one part of the network and replays them in a different part using a wormhole. Adversary could convince its surrounding nodes who would normally at multiple hop distance from base station that they are only one or two hops away via the wormhole. III. RELATED WORK Intrusion detection has been an active research topic for wireless network especially for wireless ad hoc networks [8] . But sensor networks are different than ad hoc networks. The nodes involved in a WSN are mainly identical in hardware and are designed aiming at an extremely low-cost for a large amount of deployment [1] . These nodes are usually even more resource constrained than most ad-hoc network nodes, with less memory and computation power in order to achieve lower cost and longer battery life. For sensor networks, some existing secure or geographical routing protocols are resistant to sinkhole attack in certain level. An example is a geographic protocol [9] , which performs routing by the localized information and interactions only, without an initiation from the base station. However, many of the existing routing protocols, in particular, those based on route advertisement, are vulnerable to sinkhole attacks.
A first approach on the detection of sinkhole attacks in WSN has been presented by Ngai et. al. [6] . This approach involves the base station in the detection process, resulting in a high communication cost for the protocol. The base station floods the network with a request message containing the IDs of the affected nodes. The affected nodes reply to the base station with a message containing their IDs, ID of the next hop and the associated cost. The received information is then used from the base station to construct a network flow graph for identifying the sinkhole. To avoid tampering of packets during transmission, encryption and path redundancy is proposed.
Choi et. al. [7] proposed a detection scheme for sinkhole attacks based on Link Quality Indicator in sensor networks. The proposed method can detect a sinkhole attack that uses LQI based routing and several detecting nodes. General nodes collect minimum link cost between neighborhood node and detecting nodes compute the minimum path cost with surrounding detector nodes in the proposed method. It can detect an abnormally strong signal from the actions of the malicious node by referring to the minimum link cost table. Other existing protocols build detecting mechanisms for sinkhole attacks in sensor networks that are based on routing protocols usually deployed in Ad hoc networks, like the AODV [10] and the DSR Protocol [11] . 
A. Network Model
In this work, we consider a sensor network that consists of a single BS. The network nodes are randomly deployed within a specific region. The node position is static that means it does not change after deployment and all nodes are uniquely identified. The sensor nodes continuously collect and send data to the base station by forwarding packets hop-by-hop. The nodes do not contain any tamper proof hardware, so it may be compromised.
We assume that the BS is located outside from the sensor field in a safe place for processing the sensors reading to draw conclusions. Base station keeps record of all nodes ID. If any node replaced or deployed the record is updated. We also assume that an adversary launch sinkhole attacks by compromising legitimate node/nodes that providing a high quality route to the base station. Only the base station maintains a global view of the location of nodes by some localization mechanisms [12] . It broadcast authenticated beacons to all the nodes in the network periodically. This prevents nodes from recognizing the base stations wrongly. In proposed detection technique, at first the base station sends a HELLO packet to its nodes. This packet sends to it nearest node say node 1, 2 and 3 as shown in fig. 3 . These nodes disseminate packet through the network. The HELLO packet contains a field hop-count. Hop-count specifies the hop distance of the node from BS. The hop-count value for BS is 0. When a node has received packet of hop-count value 0, it deduce that the BS sends the packet. It increases the hop-count value by 1. For example, when Node-2 ( Fig. 3) broadcast this packet to other nodes the hop-count value is 1. Node-2 is one hop distance from BS. As the packets disseminate through the network the hop-count value gradually increases. All nodes keep this value in a node neighbor database. The database has at least two entries -node ID and hop-count. After receiving all packets from neighbors, a node sorts the hop-count values. It then calculates the average hop-count value without considering the lowest hop-count and compares average and lowest. If this lowest value is abnormally small comparing with average hop-count, certainly this is anomaly. Because we assume that a node and its neighbors have comparable distance from base station and have alike hop-count.
B. Proposed Detection Technique
The main steps involved in the sinkhole detection technique are described below.  Sensor Nodes: When a node receive message from the BS; it assign its ID and hop-count from BS to the message's Node_ID and Hop_Count field respectively. Nodes received such packet directly from base station put 1 in hop-count field and then resend the message to its nearest neighbor nodes. Nodes that receive such message, keeps the sending node ID and hop-count in its neighbor database. It then sends to its neighbors within radio range ‗r' by increasing the message hop-count value. A node keeps all such messages that it has received from neighbor nodes. This process is continuing to end line of the sensor field. The entries of the database are neighbor node ID and the hop distance from BS. For example, Table  1 shows the neighbor database of node 15 in accordance of fig. 2 . Though node 22 is neighbor of node 15 but it only receive message through node 15, for this reason, there is not any entry for node 22 in the database. 
Phase 2: Sinkhole Node Detection
To clarify the methodology, we examine the effect sinkhole on the network. In a sinkhole attack, the adversary node claim the comparatively shortest root than others nodes around its neighbor as shown in fig. 1 To detect sinkhole attack, at first each node sorted its database using any sorting algorithm. After sorting its neighbor database, the format of database of Node-15 is shown in Table 2 . Now, it takes apart the lowest hopcount value and corresponding node ID. If there are several copies of lowest hop-count it separates them all. After splitting the lowest values nodes calculates the average hop-count of the rest others. For our example Node-15, the average hop-count is 5 and the lowest hopcount of the separated neighbor is 4. To take a decision about a sinkhole node, it calculates the differences (%) between average and lowest hopcount (Eq.-1). If the difference is greater than a threshold value, it is an anomaly. For multiple value of minimum hop count, all nodes that claim this minimum values will identified as suspicious nodes.
Our sinkhole detection technique is described in the following steps.
Neighbor database (DB ni ) creation
1. The BS disseminates a message to its nearest nodes.
The hop-count (hc i ) of this message is 0. 2. Each node when receive packet from base station, upgrade the hop-count field by one and sends to its nearest neighbor nodes. 3. Neighbor nodes correct the hop count value and retransmit to its all neighbors except the sending node. 4. The nodes create a database of all such receive messages. The entries of the database are Node ID and correct value of hop-count. 5. The process is continuing to end line of the sensor field.
Pseudo code of neighbor database fig. 2 . Node -14 is the neighbor of Node-15. Node-14 claims that it is two hop distance from base station (Table 3 ). Now we examine how the Node-15 can detect the malicious activity of Node-14. To detecting malicious node or wormhole node, we assumed that the difference threshold is 40%. The average hop count value without considering the minimum hop count for Node-15 is 4.67. The difference in percent is 57%. This value is greater than the difference threshold. So Node-15 is successful to detect the suspicious activity of Node-14. Now Node-15 broadcast this malicious activity to inform base station about Node-14.
We define success rate of our detection technique as how many neighbor nodes of malicious Node-14 can identified this malicious activity. If any neighbor of Node-14 failed to identify the malicious activity then it is unsuccessful detection. In order to verify the success rate of our detection technique, we simulated our proposal. Our simulation is conducted over a 100m×100m rectangular flat space with randomly distributed 100 sensor nodes. Table 4 presents the simulation parameters. The deployed nodes have fixed positions during the entire simulation time. Randomly some nodes are selected as sinkhole nodes and their hop-count are manually changed. We consider two ray ground propagation model of radio wave [13] . We assume that an adversary needs sometime to capture a node, connect it with a laptop/computer system and extract information [14] . She may be able to capture or insert node/nodes when sensor nodes create the neighbor database. To measure the success rate of the proposed technique, we have compared the average hop distance with lowest hop distance. Usually a node at far distance from base station has more hop-count. These nodes are more susceptible to sinkhole attack. For that reason at first we take simulation for different threshold value to find an optimum value of threshold. Then we used this value to find the relationship of successful detection with node distance from base station. The fig. 5 and fig. 6 show sinkhole node detection rate with respect to different threshold values when minimum difference between average and lowest hop-count is 3 and 2 hops, respectively. These two curves are similar in look. In these two cases, the detection rate is 100% within range of the threshold value from 10% to 60%. After then it decreases gradually with increasing thresholds value. It is because we set the difference between average and lowest hop-count. The minimum difference between average and lowest hop-count is one. If we set this minimum difference, all nodes in one hop distance are identified as malicious sinkhole node. To find the relation of proposed technique with node position at first we take threshold as 50%. From fig. 5 it is found that the detection rate decreases above 60% of threshold. For an optimum we take 50% as threshold. The fig. 7 and fig. 8 show the detection rate with respect to the position of nodes from base station for minimum hop difference 3 and 2 respectively. In this case, the detection is 0% near to the base station. Since within 17 meter of radio range is one hop, all nodes have equal hop distance whatever they are malicious or legitimate. As the node distance from base station increases, sinkhole node detection rate increase. Because hop-to-hop communication model nodes at far distance have more hop-count than the nodes near to base station. The detection rate is 100% when a node locates at 70 meter distance from base station for minimum three hop difference (Fig. 5) . For two hop difference we found similar curve as in fig. 5 except the detection rate reached at 100% at about 60 meter from base station.
VI. CONCLUSION
In this paper, we have presented a new algorithm to detect sinkhole attacks in wireless sensor network. Our proposed technique uses a hop counting technique for detecting sinkhole nodes. Proposed technique does not require additional hardwire, node location or send any information to base station. The computation complexities are sorting the hops and average all hopcount. These computations fit well with present architecture of sensor node. There is not any extra communication in proposed technique. The hop distance of a node from base station is common technique for all routing protocols. When the malicious node position is near to base station (one or two hop distance), our algorithm can not accurately detect sinkhole nodes. The detection technique can be increased for lower threshold value but it introduces false detection.
The proposed technique successfully detects the sinkhole attack when this malicious node located at far distance from base station. The technique is also applicable to wormhole attack as the attack is almost similar to sinkhole attack. Proposed technique is also applicable when sinkhole nodes advertise high quality link, strong transmitted power etc. In those cases, we have to sort the advertising parameter and take decision which value is strange.
